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[bookmark: _Hlk142923399]AGENDA ITEM:

Information Governance Group Meeting – [insert date]

DATA PROTECTION IMPACT ASSESSMENT (DPIA)


	Project Title:
	Systems for Dentists – Dental system replacement 

	DPIA prepared by:
	

	Lead:
	




Data Protection Impact Assessment (DPIA)
For support on DPIAs please contact the IG team - infogov@ghc.nhs.uk
DPIA Stage 2 - Data Protection Impact Assessment
Before completing, please ensure you have submitted a stage 1 screening and/or IG have confirmed that you need to progress to stage 2.
[bookmark: _gjdgxs]A data protection impact assessment (DPIA) will help you to identify and mitigate potential data protection risks to an acceptable level before using or sharing (processing) data that identifies individuals (personal data).
A DPIA will also help you meet a number of data protection legal requirements including:
· Data protection by design - privacy and data protection issues must be considered at the start, or in the design phase, of a new system, product or process, then continuously while it exists.
· Accountability - your organisation is responsible for showing how it complies with data protection laws.
· Transparency - personal data must be used and shared in a transparent way.
· Security - adequate measures need to be in place to protect data. This can range from policies and procedures to technical security measures such as encryption of data.
DPIAs are mandatory when there is a high risk to individuals, such as when using the health and care data of a large number of people. However, health and care organisations are strongly advised to complete a DPIA when using and sharing personal data in a new or substantially changed way.
A DPIA is a live document - you must update it if there are any changes to:
· the purpose - why you are proposing to use or share personal data
· the manner - how you will use or share the data
· who is involved - the organisations using and sharing personal data 
[bookmark: _tyjcwt]Text in [square brackets and green highlight] is guidance only and should be removed for the final version.
Text in yellow highlight is sample wording and should be edited according to your local circumstances.
[bookmark: _Toc140216755]Data Protection Impact Assessment (DPIA)

	Data protection impact assessment (DPIA) title:
	Systems for Dentists

	DPIA reference number:
	143

	Ticket reference number [where known]
	

	Information Asset Owner
	

	Information Asset Assistant
	


[bookmark: _Toc140216756]SECTION 1 – Screening questions
Completed DPIA Screening to be attached here.
[bookmark: _Toc140216757]SECTION 2 – Why do you need the data?
1. [bookmark: Page07_Section02_Question02]What are the purposes for using or sharing the data?
The data forms a full clinical dental record. It is required to provide robust assessment and treatment of patients. 
2. What are the benefits of using or sharing the data?
The clinical record will be used to capture the required information to contact the patient or their carer, liaise with any other health care or social care providers involved in the persons care.  It will also capture the clinical information required to provide the clinical staff with the information they need to accurately assess and treat their patients and provide that service in a way that meets the need of the patient by addressing any individual needs or reasonable adjustments. 
Anonymised sections of the data will be processed and used to report the CDS -community data set and for local service improvement strategy. All in all these uses will result in GHC providing the best treatment and assessment possible in a way that best meets the need of the local population.
[bookmark: _Toc140216758]SECTION 3 – What data do you want to use or share? 
3. Can you use anonymous data for your purposes? If not, explain why.

	☐	Yes 

	☒	No 

	☐	Unsure 


Information in the clinical record will not be anonymised as the service will need to provide personalised care. 
Information taken for local and national reporting and analysis will be anonymised. 
4. [bookmark: Page06_Section03_Question05]Which types of personal data do you need to use and why?

	☒	Forename
	☒	Physical description, for example height
	☒	Photograph / picture of people -Xrays 

	☒	Surname
	☒	Phone number
	☐
☐
☐
	Location data e.g.
· IP address
· Other

	☒	Address
	☒	Email address
	☐	Audio recordings

	☒	Postcode full
	☒	GP details
	☐	Video recordings

	☐	Postcode partial
	☒
	Legal representative name (personal representative)
	☒	Other  - Xrays 

	☒	Date of birth
	☒	NHS number
	☐	None

	☒	Age
	☒
	National insurance number
	
	

	☒	Gender
	☒
	Other numerical identifier - Local system
	
	


This information is required to ensure that the correct person is being treated and that the service can contact the patient or their parent or carer should they need to. 
5. Data protection laws mean that some data is considered particularly sensitive. This is called special category data. Data that relates to criminal offences is also considered particularly sensitive. Which types of sensitive data do you need to use or share?

	Type of data 
	Reason why this is needed (leave blank if not applicable)

	☒	Information relating to an individual’s physical or mental health or condition, for example information from health and care records
	Medication details, care plans, test results, physical observations, diagnoses, mental health and physical health history. 
All to ensure that the patient can be assessed and treated accurately and safely. 

	☐	Biometric information in order to uniquely identify an individual, for example facial recognition
	

	☐	Genetic data, for example details about a DNA sample taken as part of a genetic clinical service
	

	☐	Information relating to an individual’s sexual life or sexual orientation
	

	☒
	Racial or ethnic origin
	To comply with data set recording 

	☐
	Political opinions
	

	☒
	Religious or philosophical beliefs
	To ensure treatment is aligned to personal/religious/philosophical beliefs and these are respected. 

	☐	Trade union membership
	

	☐	Information relating to criminal or suspected criminal offences
	

	☐	None of the above
	


6. Who are the individuals that can be identified from the data?

	☒	Patients or service users

	☒	Carers

	☒	Staff

	☐	Wider workforce

	☐	Visitors

	☐	Members of the public

	☐	Other 


7. Where will your data come from? 
Information recorded in the system will be gathered from the person themselves, or their parents or carers. Other health and social care professionals that are involved in the persons care will also provide both verbal and written information that will form part of the clinical record. 
8. Will you be linking any data together?


	☐	Yes 

	☒	No 

	☐	unsure


a) [bookmark: Page08_Section03_Question09a]Will it become possible, as a result of linking data, to be able to identify individuals who were not already identifiable from the original dataset?

	☐	Yes 

	☐	No

	☐	Unsure 


[bookmark: _Toc140216759][bookmark: Page10_Section04]SECTION 4 – Where will data flow?
9. [bookmark: Page10_Section04_Question10]Describe the flows of data.

	Data flow name
	Going from
	Going to
	Data description

	Community Data set exactract 

Anonymised 
	Clinical record 
	NHS England/Digital 
	Community Services Data Set

	Clinical details 
	Clinical record
	Parents or carers 
	Demographic information, treatment information, follow up treatment information

	Clinical details 
	Clinical record
	GP and other Dental providers 
	Demographic information, treatment information, follow up treatment information


	Financial claim 
	Systems for Dentist - EPR
	The NHS Business Services Authority
	TBC
Treatment codes
Clinical roles



10. Confirm that your organisation’s information asset register (IAR), record of processing activities (ROPA) or your combined information assets and flows register (IAFR) has been updated with the flows described above.

	☐	Yes

	☐	No

	☒	Pending Approval to be added following approval 


11. Will any data be shared outside of the UK?

	☐	Yes [go to question 11a]

	☒	No

	☐	Unsure [add as a risk in section 10 with an action to Request help from IG  then]


a) [bookmark: Page10_Section04_Question12a]If yes, give details, including any safeguards or measures put in place to protect the data whilst outside of the UK.
[bookmark: _Toc140216760][bookmark: Page12_Section05]SECTION 5 – Is the intended use of the data lawful?
12. [bookmark: Page12_Section05_Question13]Under Article 6 of the UK General Data Protection Regulation (UK GDPR) what is your lawful basis for processing personal data?

	☐	(a) We have consent 

	☒	(b) We have a contractual obligation 

	☒	(c) We have a legal obligation 

	☐	(e) We need it to perform a public task 

	☒	(f) We have a legitimate interest 

	☐	Other 


13. [bookmark: Page12_Section05_Question14]If you have indicated in question 6 that you are using special category data, what is your lawful basis under Article 9 of the UK GDPR?

	☐	(b) We need it to comply with our legal obligations for employment 

	☐	(f) We need it for legal claims, to seek legal advice or judicial acts 


	☐	(g) We need to comply with our legal obligations to provide information where there is a substantial public interest, as set out in this list 

	☒	(h) We need it to comply with our legal obligations to provide or manage health or social care services 

	☒	(i) We need it to comply with our legal obligations for public health 

	☐	(j) We need it for archiving, research and statistics where this is in the public interest 

	☐	Other 

	☐	Not applicable 


14. [bookmark: Page13_Section05_Question15]What is your legal basis for using and sharing this health and care data under the common law duty of confidentiality?

	☒
	Implied consent 

	☐
	Explicit consent [Go to question 14a]

	☐
	Section 251 support  Go to question 14a]

	☐
	Legal requirement Go to question 14a]

	☐
	Overriding public interest Go to question 14a]

	☐
	Not applicable


a) [bookmark: Page14_Section05_Question15a]Please provide further information or evidence.
Confidential patient information will be recorded, accessed and used for individual care on a need to know basis. 
[bookmark: _Toc140216761]SECTION 6 – How are you keeping the data secure?
15. [bookmark: Page15_Section06_Question16]Are you collecting information?

	☒
	Yes [go to question 15a]

	☐
	No


a) [bookmark: Page15_Section06_Question16a]How is the data being collected?
The information will be collected by employees of Gloucestershire Health and Care NHS Foundation Trust. It will be collated from talking to patients, carers and other health and social care professionals, and from both verbal account and written correspondence. 
16. [bookmark: Page15_Section06_Question17]Are you storing information?

	☒
	Yes [go to question 16a]

	☐
	No


a) [bookmark: Page15_Section06_Question17a]How will information be stored?

	Storage location
	Details (leave blank if not applicable)

	☐
	Physical storage, for example filing cabinets, archive rooms etc
	

	☐
	Local organisation servers
	

	☒
	Cloud storage
	Systems for Dentists provide the infrastructure as part of a SaaS service. The Datacentres are all UK based

	☐
	Other
	


17. [bookmark: Page15_Section06_Question18]Are you transferring information?

	☒
	Yes [go to question 17a]

	☐
	No


a) [bookmark: Page15_Section06_Question18a]How will information be transferred?
The data moved between Systems for Dentists and GHC will be uploaded via Secure File Transfer Protocol (SFTP) or via encrypted portal HDD depending on the requirements of the service. All data will be encrypted in transit.
Other information will be transferred from the patient record to patients, carers and other health care providers via editable letters. 
18. [bookmark: Page16_Section06_Question19]How will you ensure that information is safe and secure?
Systems for Dentists will on receiving the data, ensure that it is stored separately from any other client data and only processed as part of this project. Once the data has been converted and verified, the original data will be destroyed and only the active DPMS database will remain

	Security measure
	Details (leave blank if not applicable)

	☒
	Encryption
	AES 256 bit

	☒
	Password protection
	Access to the system is Via username and password 

	☒
	Role based access controls (RBAC)
	Internal role-based access managed internally within the Software for Dentists software

	☒
	Restricted physical access
	Only those with legitimate reason to access patient's records will be able to do so 

	☐
	Business continuity plans
	

	☐
	Security policies
	

	☐
	Other
	


19. How will you ensure the information will not be used for any other purposes beyond those set out in question 2?
Specify the measures below which will be used to limit the purposes the data is used for.

	Security measure
	Details (leave blank if not applicable)

	☒
	Contract
	A fully detailed and signed contract between Gloucestershire Health and Care NHS Foundation Trust and Systems for Dentists. 

	☒
	Data processing agreement
	A data processing agreement will be in place prior to sharing any data with systems for Dentists Limited

	☒
	Data sharing agreement
	A data processing agreement will be in place prior to sharing any data with systems for Dentists Limited

	☐
	Data sharing and processing agreement (DSPA)
	

	☐
	Audit
	

	☒
	Staff training
	GHC mandatory IG training 

	☐
	Other 
	


[bookmark: _Toc140216762]
SECTION 7 – How long are you keeping the data and what will happen to it after that time?
20. How long are you planning to use the data for?
We intend to start using the data on or about the 1st March 2025 when the project begins to explore the migration of data from the outgoing system and will finish using the data when the clinical record is no longer required to be retained by GHC. Currently for Dental records this is Eleven years. Note -some of this information would only be used for subject access requests and investigations it may not be constant use. 
21. How long do you intend to keep the data?
11 Years as per current policy. If Policy changes then in line with policy.
22. What will happen to the data at the end of this period?

	Action
	Details (leave blank if not applicable)

	☒
	Secure destruction (for example by shredding paper records or wiping hard drives with evidence of a certificate of destruction)
	Copies of the original data (SOEL) held by Systems for Dentists Limited for the purpose of Data Conversion will be destroyed by secure deletion once the database has been converted and signed off by the client. However duplicate data will exist in SfD as this will be the live clinical system. 


	☐
	Permanent preservation by transferring the data to a Place of Deposit run by the National Archives
	

	☐
	Transfer to another organisation
	

	☐
	Extension to retention period 
	

	☐
	It will be anonymised and kept
	

	☐
	The controller(s) will manage as it is held by them
	

	☐
	Other
	


[bookmark: _Toc140216763]SECTION 8 – How are people’s rights and choices being met? 
23. How will you comply with the following individual rights (where they apply)?

	Individual right
	How you will comply (or state not applicable if the right does not apply)

	The right to be informed 
The right to be informed about the collection and use of personal data.
	
	We have assessed how we should inform individuals about the use of data for [state initiative/project/programme]. We consider the communications methods below meet this obligation because [add reasons to justify your decision]

[Put an ☒ next to all that apply.]

	
	☐
	Privacy notice(s) for all relevant organisations [provide a link or describe where it will be displayed and embed a copy]

	
	☐
	Information leaflets

	
	☐
	Posters

	
	☐
	Letters

	
	☐
	Emails

	
	☐
	Texts

	
	☐
	Social media campaign

	
	☐
	Other [please state]

	
	☐
	Not applicable

	The right of access
The right to access details of data use and receive a copy of their personal information - this is commonly referred to as a subject access request.
	

	The right to rectification
The right to have inaccurate personal data rectified or completed if it is incomplete.
	

	The right to erasure
The right to have personal data erased, if applicable.
[This will not apply if you have selected legal obligation, public task or legal claims in question 13, or if you have selected health and care services, public health or archiving, research or statistical purposes in question 14.]
	

	The right to restrict processing
The right to limit how their data is used, if applicable.
[For example, that it can be held by the organisation, but restrictions placed on how it is used. This is unlikely to apply to health and care organisations.]
	

	The right to data portability
The right to obtain and re-use their personal data, if applicable.
[This only applies where you are processing under UK GDPR consent, or for the performance of a contract; and you are carrying out the processing by automated means, therefore excluding paper files.]
	

	The right to object
The right to object to the use and sharing of personal data, if applicable.
[This applies where you are carrying out a task in the public interest or for your legitimate interests, but there are exceptions. It is unlikely that an objection would be upheld where the data is processed for individual care, but each request must be considered on a case-by-case basis. However, it is important to note that there are other routes in which an individual can raise an objection to processing.]
	


24. Will the national data opt-out need to be applied?
[Put an ☒ next to the one that applies.]

	☐
	Yes [provide details of how this is applied]

	☐
	No [provide details of why this is not applicable]

	☐
	Unsure [add as a risk in section 10 with an action to request help from IG]


[The national data opt-out applies to the use of confidential patient information for purposes beyond individual care, for planning and research. It will only apply if your answer to question 15 is section 251 support, although there are some exceptions in which it would not apply to programmes with section 251 support.]
25. Will any decisions be made in a purely automated way without any human involvement (automated decision making)?


	☐
	Yes [go to question 25a & b]

	☒
	No [skip to question 27]

	☐
	Unsure [add as a risk in section 10 with an action to request help from IG]


a) [bookmark: Page21_Section08_Question26a]Where the effect of the automated decision on the individual is substantial, how will you uphold an individual’s right not to be subjected to a decision solely made by automated means)?
N/a
b) Are you using any special category data as part of automated decision making?

	☐
	Yes [If this is the case IG to contact england.igpolicyteam@nhs.net for advice.]

	☐
	No


26. [bookmark: Page22_Section08_Question27]Detail any stakeholder consultation that has taken place (if applicable).
[bookmark: _Toc140216764]SECTION 9 – Which organisations are involved?
27. [bookmark: Page23_Section09_Question28]List the organisation(s) that will decide why and how the data is being used and shared (data controllers).
Gloucestershire Health and Care NHS Foundation Trust

28. [bookmark: Page23_Section09_Question29]List the organisation(s) that are being instructed to use or share the data (processors).
Systems for Dentists 
[The organisation(s) listed here will be under instruction from those listed in question 27, If unsure seek advice from IG / DPO]
29. [bookmark: Page23_Section09_Question30]List any organisations that have been subcontracted by your processor to handle data.
Not applicable
30. Explain the relationship between the organisations set out in 27, 28 and 29 and what activities they do.
[Describe here how it has been agreed that the organisations (controllers, processors and sub-processors) will work together. For example:
Gloucestershire Health and Care has instructed Systems for Dentists to provide the clinical system. Systems for Dentists will work with Gloucestershire health and Care NHS FT under contract.

31. What due diligence measures and checks have been carried out on any processors used?


	Due diligence measures
	Details (leave blank if not applicable)

	☒
	Data Security and Protection Toolkit (DSPT) compliance
	

	☒
	Registered with the Information Commissioner’s Office (ICO)
	

	☒
	Digital Technology Assessment Criteria (DTAC) assessment
	

	☐
	Stated accreditations
	[for example, ISO accreditation]

	☒
	Cyber Essentials or any other cyber security certification
	

	☐
	Other checks
	[please state]


[bookmark: _Toc140216765][bookmark: Page25_Section10]SECTION 10 – What data protection risks are there and what mitigations will you put in place?
32. Complete the risk assessment table. Use the risk scoring table to decide on the risk score.
[bookmark: Page26_Riskassessmenttable]Risk assessment table

	Risk ref no.
	Identified Risk Description
	Inherent Risk score 
	Proposed solution(s)
/Mitigating action(s)
	Residual Risk score 

	
	
	Likelihood
	Impact
	RAG status
	
	Likelihood
	Impact
	RAG status

	01
	Unauthorised or accidental disclosure of personal patient information 
	3
	4
	12
	Staff mandatory IG training, management of accounts in system. Access to system on GHC devices only. Positioning of screens in shared office and reception areas 
	2
	4
	8

	02
	Risk to integrity of information through accidental alteration of data
	2
	5
	10
	Detailed process mapping of use of system, Robust configuration of the system, Clinical safety sign off. Detailed staff training and training guides and service desk support available 
	1
	5
	5

	03
	Unauthorised access to the Clinical System 
	2
	3
	6
	Careful account management by GHC Clinical System team, GHC CST training,  RA/IG External access request process. SfD internal processes and overarching contract. 
	1
	3
	3

	04
	Loss of access to clinical system 
	2
	3


	6


	Service desk support for individuals who do not have access -response in +/- 2 minutes. 
Digital services team incident management processes for wider/network outages 
	1
	3


	3



	05
	Loss of data during transfer to Business intelligence for processing 
	2
	3
	6
	At this point data is anonymised .
Data is transferred via SFTP or via encrypted portal HDD

	1
	3
	3






[bookmark: Page26_Riskscoringtable]*Risk scoring table

	
	Impact (I)

	
	Negligible (1)
	Low (2)
	Moderate (3)
	Significant (4)
	Catastrophic (5)

	Likelihood (L)
	Rare (1)

	1
	2
	3
	4
	5

	
	Unlikely (2)
	2
	4
	6
	8
	10

	
	Possible (3)
	3
	6
	9
	12
	15

	
	Likely (4)

	4
	8
	12
	16
	20

	
	Almost certain (5)
	5
	10
	15
	20
	25


33. Detail any actions needed to mitigate any risks, who has approved the action, who owns the action, when it is due and whether it is complete.

	Risk ref no.
	Action needed
	Action approver
	Action owner
	Due date
	Status e.g. outstanding/complete

	
	
	
	
	
	

	
	
	
	
	
	


[bookmark: Page27_Section11]
[bookmark: _Toc140216766]SECTION 11 – Review and sign-off
Ensure the relevant staff have reviewed the DPIA and has been submitted to the IG Group for sign off.

	Reviewer sign-off

	1

	Reviewer name:
	Anne Wilson

	Reviewer job title:
	Deputy Head of IG & Records

	Reviewer contact details:
	infogov@ghc.nhs.uk

	Date of review:
	

	Comments:
	

	Date for next review:
	

	2

	Reviewer name:
	Paul Griffith - Williams

	Reviewer job title:
	Data Protection Officer

	Reviewer contact details:
	infogov@ghc.nhs.uk

	Date of review:
	

	Comments:
	

	Approver sign-off

	Approver:
	IG Group

	Approver job title:
	NA

	Approver contact details:
	infogov@ghc.nhs.uk

	Date of approval:
	

	Comments:
	


[bookmark: _Legislation_for_health]
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