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Data Protection Impact Assessment Screening (DPIA)
For an editable version of this screening template please email infogov@ghc.nhs.uk
For guidance on DPIAs please email infogov@GHC.nhs.uk
DPIA Stage 1 - Screening Questionnaire
Completion of the screening section (Stage 1) allows Information Governance to assess whether a full DPIA is required.
Please complete all screening questions so far as possible. If you are unable to answer any question provide as much explanation as possible. Even where the Answer to Q1 is yes and a full DPIA is mandatory, answering the remaining questions may provide further information which will assist IG.
On completion of the screening section please send the form to: infogov@ghc.nhs.uk
The IG team will add any comments and recommendations and consult with the Organisation’s Data Protection Officer. The screening contact will be advised of the outcome and any further steps required.
	Project / Proposal Name:

	Screening Contact:

	Email:

	Phone:

	Directorate[footnoteRef:1]: [1:  This will be the home of the data, not necessarily of the person completing the screening who may be a project manager / procurement / IT] 


	Department:

	Date completed:

	Please provide details of any relevant Information Asset Owner (& Administrator)[footnoteRef:2] This may be the existing (or intended for new systems) IAO/IAA for a system holding or processing data, or the IAO/IAA for the system providing or receiving the data where the DPIA relates to a new information flow. For information about IAO/IAA roles see the Information Governance Management System Policy. [2:  If IAA not yet known the IAO will be initially recorded for both roles] 

IAO:
IAA:

	External links:
Please identify here any data processor, supplier, or external recipient or provider of personal data and (if available) contact details.
1.
2.
3.
Where the proposal involves external access to Trust data please submit a request in accordance with the relevant system access process. It may be sensible to do this first. The following section may then need do little more than refer to, and embed a copy of, this form.

	Where the proposal involves an external IT system supplier further information is required. Please make appropriate enquiries before submitting the form and obtain and submit any evidence with this form

	Has this been discussed elsewhere?
Yes ☐ 	 No ☐ 	Unknown ☐ If so please provide details and / or ticket ref number if known
Name of Supplier:

	Does the supplier have an up to date 'Standards Met' Data Security and Protection Toolkit (DSPT) submission?	Yes ☒ 	No ☐ 	Unknown ☐
Has supplier completed a DTAC assessment?	Yes ☐ 	No ☐ 	Unknown ☐
Is the supplier certified against ISO27001?	Yes ☐ 	No ☐ 	Unknown ☐
Is the supplier certified to Cyber Essentials Plus?	Yes ☐ 	No ☐ 	Unknown ☐
Is the supplier certified to Cyber Essentials?	Yes ☐ 	No ☐ 	Unknown ☐
Will the system be hosted internally within organisation controlled infrastructure or will data be stored on a third party hosted cloud	Internal ☐ 	External ☐ 	Unknown ☐
If copies of DTAC assessment or certificates available please send with screening, but do not delay submitting screening if not available or unknown

	Is the project / proposal covered by or related to another matter which is already covered by an existing DPIA (whether or not completed)?
Yes / No
If “Yes” please still complete the screening. Provide details of any previous DPIA when submitting. If there is a third party DPIA provide (or embed) a copy when submitting the screening.

	Describe below, briefly, the nature, scope, context, and purpose of the proposed data processing operations or in the case of existing operations any proposed changes. Explain what the project aims to achieve, what the benefits will be to the organisation, to individuals and to other parties. If additional documents are being provided, such as a business case, external DPIA, or draft data processor contract please list them. If possible please also provide any available data specification, data flow chart, or system diagram.

		[insert details here]






	
	Yes
	No
	Unsure
	Comments

	1
	Read the list of "Mandatory" requirements in Appendix 1 of this Template. Does the processing relate to any of these issues? If so a full DPIA will be mandatory.
	☐	☐	☐	

	2
	Is the use of information about individuals likely to raise particular privacy concerns e.g.
· Use of sexual health/sex life, data, genetic data, criminal records or other information people would consider particularly private
· Risk that processing may help enable discrimination, identity theft, fraud, or other significant economic or social disadvantage
· Focussed on vulnerable persons, particularly children
	☐	☐	☐	

	3
	Will the policy/project/process involve the collection of new types of information about individuals?
	☐	☐	☐	

	4
	Will you be using information about individuals for a purpose it is not currently used for, or in a way it is not currently used?
	☐	☐	☐	

	5
	Does the policy/project/process involve new identifiers, re-use of existing identifiers for new purposes, or intrusive identification, identity authentication or identity management processes? Will the policy/project/process require you to contact individuals in ways which they may find intrusive?
	☐	☐	☐	

	6
	Will the policy/project/process have the effect of denying anonymity and pseudonymity, or converting transactions that could previously be conducted anonymously or pseudonymously into identified transactions?
	☐	☐	☐	

	7
	Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information? This could be other health and social care organisations or private sector organisations (e.g. as outsourced service providers, data processors, or as 'business partners')?    Please identify partners and confirm that they are registered with the NHS DSPT.
	☐	☐	☐	

	8
	Does the policy/project/process involve you using new technology which might be perceived as being privacy intrusive e.g. biometrics or facial recognition?
	☐	☐	☐	

	9
	Will the policy/project/process result in you making decisions or taking action against individuals in ways which can have a significant impact on their rights and freedoms or prevent them exercising control over their personal data?
	☐	☐	☐	


On completion of the screening please send to Information Governance at infogov@ghc.nhs.uk
Do not complete a full DPIA until requested by Information Governance
IG Comments on Screening:
	


DPIA Required / DPIA Not Required:
Reviewed by:
Date:
Comments of DPO:
	


Full DPIA Required: Yes / No
Appendix 1: Cases where a DPIA is mandatory
A DPIA is Mandatory if the processing falls within any of these descriptions.
· use of new technologies, which includes the innovative use of existing technologies, in conjunction with at least one other criterion in this list; any application of “Artificial Intelligence” should be considered new technology here
· use of profiling or special category data to decide on access to services;
· profiling individuals on a large scale;
· processing biometric data including facial recognition in conjunction with at least one other criterion in this list;
· processing genetic data in conjunction with at least one other criterion in this list;
· matching data or combine datasets from different sources;
· tracking individuals’ location or behaviour in conjunction with at least one other criterion in this list;
· collecting personal data from a source other than the individual without providing them with a privacy notice (‘invisible processing’) in conjunction with at least one other criterion in this list;
· profiling children or target marketing or online services at them;
· processing data that might endanger the individual’s physical health or safety in the event of a security breach;
· undertaking systematic and extensive evaluation of personal aspects relating to individuals which is based on automated processing, including profiling, and on which decisions are based that significantly affect them;
· processing health data on a large scale; and,
· systematically monitoring a publicly accessible area on a large scale.
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