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                                                                              AGENDA ITEM:
REPORT TO: 	Digital GROUP
[bookmark: _Hlk183091235]PRESENTED BY: 	 
AUTHOR: 	 
SUBJECT:	IT Laptop Replacement 


	If this report cannot be discussed at a public Board meeting, please explain why.
	Reasons for this may include:
Patient / staff confidentiality, commercial sensitivity, financial sensitivity, purdah.
For Committee papers – N/A




	This report is provided for:

	Decision 
	Endorsement 
	Assurance 
	Information 



	The purpose of this report is to:

[bookmark: _Hlk119500700]The purpose of this document is to seek approval for replacement of aged IT laptops within the Trust and to continue the replacement programme of ensuring teams and services have the correct equipment required to perform their roles (this can include monitors, docking stations, keyboards etc) 




	Recommendations and decisions required

It is recommended that the trust continues to support the IT device replacement programme and to replace devices that are currently 5 years in age or older. 
 
The [Board/Committee] is asked to:
· Approve funding for replacement of aged laptops devices:
· £ in FY 2025/26 
· £ in FY 2026/27 
· 



	Executive summary

[bookmark: _Hlk119504022]GHC has in excess of 5,000 laptop devices which increased during the pandemic to support mobile working as well as hybrid working.  Laptops provides flexible usage for clinical and corporate colleagues in order to update Electronic Patient Records, Access to information and usage to core applications including Microsoft Office products, Word, Execl, Email and Teams.

The Trust has a number of devices that are 5 years in age or older, not only due to the increase in devices as a result of the pandemic but also with New Ways of working and the change of working patterns with hybrid working arrangements.
 
IT equipment that is in excess of 5 years possess a risk because of equipment becoming out of date and susceptible to security vulnerabilities, with many devices becoming unsupported by the manufacture.  Battery life of laptop deteriorates over time due to the usage trends, with recent TAE findings battery life is a common complaint of laptop devices. 

There is a high level of dependence on IT systems throughout the Trust for
delivery of services to patients and to support joint working with colleagues and partners. Replacing endpoint devices that are 5 years or older will aid the productivity in the services that are provided by ensuring equipment is fit for purpose.

The following table details the costs for this project:

	[bookmark: _Hlk216192357]
	25/26
	26/27
	Total

	Laptops 
	
	
	

	Resource
	
	
	

	Total
	
	
	

	Total
	



[bookmark: _Hlk83376539]




	Risks associated with meeting the Trust’s values

Aged Endpoint devices may impact the secure posture of the IT estate whereby manufactures provide no firmware or security updates, which would potentially leave the device exposed to Cyber-attacks. 
Additional risk to patient facing colleagues exists, where aged equipment may be sub-standard and not fit for purpose, for example poor performance, as well as battery life.



	Corporate considerations

	Quality Implications
	If endpoint equipment fails in an unplanned manner this will impact on services

	Resource Implications
	This work will be managed by the digital team in liaison with operational teams at sites where equipment needs to be replaced, additional resource has been included to support the delivery of the projects

	Equality Implications
	N/A



	Where has this issue been discussed before?

	Provide details of previous discussion at for example, Board or Board Committee, Council of Governors, providing dates and reference.





	Appendices:

	



	Report authorised by:

	Title:






















Equipment Device Replacement

1.0 [bookmark: _Hlk82008894]Purpose	
The purpose of this document is to seek approval for replacement of aged IT equipment within the Trust and to continue the replacement programme by ensuring teams have the correct equipment required to perform their roles. 

2.0 Recommendations
To replace IT endpoint devices (laptops) that are aged 5 years or older. The following purchase of equipment is recommended:

· Purchase approx. 650 Laptops and approve funding of::
· £in FY 2025/26 
· £ in FY 2026/27 


3.0 Background
GHC has in excess of 5,000 laptops which increased during the pandemic to support mobile working as well as home working.  a significant number of these devices that are 5 years in age or older

IT equipment that is in excess of 5 years of age pose a risk due to equipment becoming out of date and susceptible to security vulnerabilities, these devices may no longer be supported by the manufacture and therefore do not receive any firmware or software driver updates.  Battery life of laptop deteriorates over time due to the usage trends, with recent TAE findings battery life is a common complaint of laptop devices.

There is a high level of dependence on Digital systems throughout the Trust for delivery of services to patients and to support joint working with colleagues and partners. Replacing endpoint devices that are 5 years or older will aid the productivity in the services that are provided by ensuring equipment is fit for purpose. This project further supports the Transforming Care Digitally (TCD) programme.  

4.0 Discussion of the current setup
· Replacement of laptops devices
· Requirement to ensure devices are of appropriate standard to support colleagues performing their role
· Potential requirement for devices to be of a certain standard to support any new clinical system deployed as part of the TCD programme or to support emerging technologies such as AI and eSIM 

5.0 Benefits
· Improved experience and productivity for GHC Workforce that use IT Equipment who have aged equipment 
· IT endpoint fleet progresses 5-year replacement programme reducing the aged fleet
· Hardware is Cyber complaint and receives security updates
· Ensures devices are of appropriate specification to work with clinical applications
· Supports new equipment being deployed in line with TCD programme 

6.0 Issues
· Due to the covid pandemic the GHC estate has changed at a faster pace from the use of desktops to laptops, to support that need, a number of older devices were still left being utilised 
· The process of roll out of devices is impacted by current remote working practices making it more challenging and time consuming to replace kit
· Multiple competing digital projects may impact on technical team resource and Operational teams capacity unless digital plans are aligned.   

7.0 Costs & Funding
The following table details the costs for this project. These devices will be purchased from capital forward brought forward from 25/26. The device roll-out timescales will ensure there is no capital depreciation concerns for these devices.

	
	25/26
	26/27
	Total

	Laptops 
	
	
	

	Resource
	
	
	

	Total
	
	
	

	Total
	





8.0 Project Outline & Timescale
Completion of project, including deployment would be by December 2026, this is factoring in the complications of remote working and projects planned for 2025/26 and 2026/27 but also the need to ensure this work is completed in line with NHS Mail migration. 
9.0 Legal Implications
N/A

10.0  Risk Implications
· The current resource implications for these projects could be impacted by other projects in the organisations business plans and from a Digital perspective NHS.net Connect will have an impact on devices needing to be changed to that setup at the appropriate time.
· Risk of delays with project implementation due to lack colleague engagement
· Not progressing project will lead to exposure of non-secure devices.

11.0  Equality and Quality Implications
· For devices that are none standard, these will be replaced to with an appropriate equivalent to ensure the specified requirements are met

12.0 Consultation and Communication including Public Involvement
N/A

13.0 Links to:		
All GHC Services 

Prepared by:  GHC IT Digital Services 
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